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Quantencomputer
Qubits

* Quantencomputer arbeiten mit Qubits anstatt Bits
* n-Bit Register speichert einen von 2™ Zustanden
* n-Qubit Register speichert Verteilung von 2™ Zustanden
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"IBM quantum computer” (CC BY-ND 2.0) by IBM Research
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Quantencomputer
Algorithmen

1996: Algorithmus von Grover
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Quantencomputer
Algorithmen

1994: Algorithmus von Shor

 Effiziente Faktorisierung und Berechnung des diskreten Logarithmus
« Bricht jegliche derzeit verwendete asymmetrische Kryptographie
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Quantencomputer
Forschung & Entwicklung
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Implementation of Shor’s Algorithm on a Linear Nearest Neighbour Qubit Array

22.06.2022

Austin G. Fowler, Simon J. Devitt and Lloyd C. L. Hollenberg
Centre for Quanium Computer Technology, School of Physics
University of Melbourne, Victoria 3010, Ausiralia.

(Dated: February 1, 2008)

Shor’s algorithm, which given appropriate hardware can factorise an integer N in a time polyno-
mial in its binary length [, has arguable spurred the race to build a practical quantum computer.
Several different quantum circuits implementing Shor’s algorithm have been designed, but each
tacitly assumes that arbitrary pairs of qubits within the computer can be interacted. While some
quantum computer architectures possess this property, many promising proposals are best suited to
realising a single line of qubits with nearest neighbour interactions only. In lightofthijs, we present

first order requires 81! gates arranged in a circuit of depth 32L* — ideMjcal to first ordef to that

possible using an architecture that can interact arbitrary pairs of qubits.

2% 2048 +4 = 4100
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Development Roadmap

Model
Developers

Algorithm
Developers

Kernel
Developers

System
Modularity

2019 @

Run quantum circuits
on the IBM cloud

Falcon ()

27 qubits

Executed by IBM Q
On target @)

2020 @ 2021 @ 2022

Demonstrate and
prototype quantum
algorithms and
applications

Bring dynamic circuits to
Qiskit Runtime to unlock
more computations

Run quantum
programs 100x faster
with Qiskit Runtime

Quantum algorithm and application modules

Machine learning | Natural science | Optimization

o ©

Dynamic circuits @

Hummingbird @
65 qubits

Eagle o

127 qubits

Osprey @
433 qubits

"The IBM Quantum Roadmap" (CC BY-ND 2.0) by IBM Research
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2023 2024

Improve accuracy of
Qiskit Runtime with
scalable error mitigation

Enhancing applications
with elastic computing
and parallelization of
Qiskit Runtime

Prototype quantum software applications —

Quantum Serverless

Threaded primitives

Flamingo
1,386+ qubits

@
e

Condor
1,121 qubits

Crosshill
408 qubits

Heron
133 qubits x p

DS
RS

Error suppression and mitigation

IBM Quantum

2025 Beyond 2026

Scale quantum applica-
tions with circuit knitting
toolbox controlling
Qiskit Runtime

Increase accuracy and
speed of quantum
workflows with integration
of error correction into
Qiskit Runtime

Quantum software applications

Machine learning | Natural science | Optimization

Error correction

Scaling to
10K-100K qubits
with classical
and quantum
communication

Kookaburra
4,158+ qubits
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Quantencomputer
Forschung & Entwicklung

How to factor 2048 bit RSA integers in 8 hours using

20 million noisy qubits

Craig Gidney! and Martin Eker4?

lGnogle Inc., Santa Barbara, California 93117, USA
?KTH Royal Institute of Technology, SE-100 44 Stockholm, Sweden
Swedish NCSA, Swedish Armed Forces, SE-107 85 Stockholm, Sweden
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We significantly reduce the cost of factoring integers and computing discrete log-
arithms in finite fields on a quantum computer by combining techniques from Shor
1994, Griffiths-Niu 1996, Zalka 2006, Fowler 2012, Ekera-Hastad 2017, Ekera 2017,
Ekera 2018, Gidoney-Fowler 2019, Gidney 2019, We estimate the approximate cost of
our construction using plausible physical assumptions for large-scale superconducting
qubit platforms: a planar grid of qubits with nearest-neighbor connectivity, a charac-
teristic physical gate error rate of 1077, a surface code eycle time of 1 microsecond, and
a reaction time of 10 microseconds. We account for factors that are normally ignored
such as noise, the need to make repeated attempts, and the spacetime layout of the
computation. When factoring 2048 bit RSA integers, our construction’s spacetime vol-
ume is a hundredfold less than comparable estimates from carlier works (Van Meter et
al. 2009, Jones et al. 2010, Fowler et al. 2012, Gheorghiu et al. 2019). In the abstract
circuit model (which ignores overheads from distillation, routing, and error correction)
our construction uses 3n + 0.002n lg n logical qubits, 0.3n* + 0.0005n% 1g n Toffolis, and
500n2 +n? lg n measurement depth to factor n-bit RSA integers. We quantify the eryp-
tographic implications of our work, both for RSA and for schemes based on the DLP
in finite fields.
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Quantencomputer
Forschung & Entwicklung

Quantum Moore’s Law?

~Theorem” von Michele Mosca [1]

— 1E+13
1E+12
X = security shelf-life 1E+11
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Yy = migration time 16409
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1000000
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Wennx+y> z
. . 10000
dann haben wir schon heute ein ernsthaftes Problem 1000
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Post-Quantum Kryptographie

Kategorien fur alternative asymmetrische Verfahren

Isogenien

Verschliisselung

Hash-
funktionen

Multivariate
Polynome

Signaturen
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Post-Quantum Kryptographie
NIST Standardisierung

01/2019
12/2016 e Start Runde 2
e CFP Runde 1 e 26 Verfahren

12/2017

e Start Runde 1
® 69 Verfahren
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07/2020

e Start Runde 3
e 7 Finalisten

¢ 8 alternative
Verfahren

2022+

e Standardisierung
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Post-Quantum Kryptographie
Vergleich der Verfahren - Signatur

Falcon512 1,28 kB 897 B 657 B 19.872

Dilithium?2 2,54 kB 1,31 kB 2,42 kB 71 195 /3
Rainbow-lll 611,3kB 258,4 kB 164 B 56.000 384 20.000
ECDSA 32B 64 B 64 B 97 133 283

—
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Post-Quantum Kryptographie

Vergleich der Verfahren - SchlUsselaustausch

Secret Key | PublicKey | Shared Secret Encryptcyces | Decrypt kcycles

Kybera0s512 1 63 kB 800 B 736 B

McEliece 348864  645kB 26112 kB 128 B 36.641 44 135
QJEU'HPS'ZO“& 124 kB 931 B 931 B 309 84 60
LightSABER 1 57 kB 672 B 736 B 45 62 63
SIKEp434 350 B 197 B 236 B 10.158 15.120 11.077
Frodo-AES-640 19.89kB 9.62 kB 9.72 kB 1385 1.862 1.747
ECDH 328 64 B 64 B 245 599 599
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Kontakt

Benjamin Zengin, M.Sc.
Department Secure Systems Engineering
Tel. +49 89 32299 86 233

Fraunhofer AISEC

Breite Str. 12

14199 Berlin
www.aisec.fraunhofer.de
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