THALES

Building a future we can all trust

Building secure
and trusted digital ¥

identities to
achieve digital
sovereignty

Joel Demarty,
Cybersecurity Innovation Director
Thales Digital Identity & Security

www.thalesgroup.com




VZ

Sovereignty is an evolving concept

> Digital sovereignty refers to the ability to have control over your own digital destiny
- the data, hardware and software that you rely on and create.
(World Economic Forum)
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FROM THE EDGE... TO THE CORE
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Utopia vs. Reality — 6 challenges in adoption
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Security: from edge to core

> EUDI Wallet is a key project for the EU.
Security will drive its success.
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Interoperability: to address a large
variety of use cases
> High variety of requirements calling

for interoperability across solutions

Civil registry, banking & payment,

tax returns, driving license, diplomas,

healthcare...

> High variety of requirements calling
for interoperability across solutions
Universal Coverage in EU
-Everyone should be able to have a wallet
Frictionless user experience

Wallet management and life-cycle
Local member state requirements
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Clarity: to ensure consistence
across all regulations

> Complex and fragmented regulatory
landscape
CSA, CRA, DMA, DSA, elDAS 2, NIS 2, Al Act...
> Avuthorities expected to achieve consistence
between regulations

> Regulations deployment: ramp-up

phase required
Allow progressive returns of experience

Ensure implementation compliance
with the different regulations

A clear certification scheme.
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Ambitions: go beyond the initial
use cases

> Future challenges to support
Civil registry, Digital ID for loT
e.g. connected cars
Digital ID for virtual worlds
e.g. Metaverse
Digital ID for Cryptocurrency
e.g. KYC or AML (antfi-money laundering
regulations)

Ever improving adversarial context
e.g. PQC
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Building a future (sovereignty) we can all trust

Security ~jlS748 Convenience ~ 9 Interoperability

RETURN OF EXPERIENCE
FROM THE LARGE SCALE PILOTS

Device

dependency ... @
& recoverability
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