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Background EU Trust Services

eIDAS EU Regulation 910/2014
Ø Establishes EU legal framework for (qualified) trust services 

from (qualified) trust service providers

Ø Ensure QTSP/QTS conformance through national supervisory 
regime and audits performed by accredited conformity 
assessment bodies (CABs)

Source: TLBrowser

https://webgate.ec.europa.eu/tl-browser/
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ETSI & CEN Standards supporting eIDAS – the overall picture 

Trust application
service providers

x19 5xx
TSPs supporting 
digital signatures

x19 4xx

Trust service status lists
119 6xx

General Framework

Trust services for:
Issuing certificates
Time Stamping 
Signature creation services
Signature validation services
Identity proofing
Open Banking  
NIS2 updates for EN 319401

Trust services for:
Registered eDelivery / eMail
Long term preservation/    Archiving
Attribute Attestation Services

Signing Devices

419 2xxCC Protection Profiles
QSCD - Smart Cards
HSM used as QSCD
HSM used by TSPs
Remote QSCD

Signature Creation 
& Validation

x19 1xx

AdES creation & validation
Part 1: procedures
Part 2: signature validation report

Formats:
XAdES (XML)
CAdES (CMS)
PAdES (PDF)
ASiC (containers)
JAdES 
CBOR AdES (new)    Attestation Formats

Cryptographic  suites

119 3xx Signature suites
- Hash
- Asymmetric crypto
- Key generation
- Lifetime

Schema for algorithm catalogues (new)

Standards framework
Common definitions
Guides

Trusted list
Using & interpreting trusted list 
Validation policy using trusted list 

119 0xx
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