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Challenge: Implementation can vary according to product and use 
case

Provision X 
(outcome-focused)

IP Soundsystem

Flood Sensor

Fitness Tracker

Smart Home Hub

Device type Interfaces
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Bluetooth
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6/2018: 
Begin TS 103 645 

development

2/2019: 
Begin 

EN 303 645 
development

Collaboration 
with 

CEN/CENELEC 
JTC 13

Include core 
content of 
DIN SPEC 

27072:2019

Europe-wide 
public 

enquiry and 
voting

6/2020: 
Adoption and 

publication

Introducing ETSI EN 303 645 & development

• Establishes a common baseline across the European and wider global market, raising 
the security bar for all consumer IoT devices from near-zero to a good level. 

• Contains outcome-focused provisions: to future-proof, create the necessary 
flexibility and cover all consumer IoT
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ETSI EN 303 645: “Cyber Security for 
Consumer Internet of Things: Baseline 
Requirements”
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Baseline 
requirements

From near-
zero to a 

good security 
level

Every major, 
at scale, 
attack 

covered

Security and 
privacy best 

practice

Technical 
and 

organisation
al measures

Outcome-
focused 

provisions

Accessible to 
SMEs



4

ETSI consumer IoT security document set: overview
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Cybersecurity assessment for consumer 
IoT products TS 103701 

• Implementation Conformance Statement  (ICS), 

• Implementation eXtra Information for Testing (IXIT) 

• a catalogue of generic test cases mapped from all provisions of EN 303 645

5.10) 
Examine 
system 

telemetry data

5.12) 
Make 

installation and 
maintenance of 

devices easy

5.8) 
Ensure that 

personal data is 
secure

5.6) 
Minimise 

exposed attack 
surfaces

5.13) 
Validate input 

data

5.5) 
Communicate 

securely

5.7) 
Ensure 

software 
integrity

5.11) 
Make it easy 
for users to 
delete user 

data

5.2) 
Implement a 

means to manage 
reports of 

vulnerabilities

5.4) 
Securely store 

sensitive 
security 

parameters

5.3) 
Keep software 

updated

Annex D
Threat model 

Baseline 
Attacker Model

Assurance 
Levels

4) 
Reporting 

Implementation

6) 
Data protection 
provisions for 
consumer IoT

Annex A 
Identification of 

the DUT
ICS

IXIT

5.9) 
Make systems 

resilient to 
outages

5.1) 
No universal 

default 
passwords

Contents  TS 103701

Unterstützer, u.a.:

Annex C
Sample IXIT
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Product assurance services on base of  Consumer IoT ETSI EN 303645 / 
TS 103701 

11© INDICO 2021

Significant uptake: selection of product assurance  services

Singapore’s national Cybersecurity Labelling Scheme builds on EN 303 645.

Finland’s national consumer IoT certification scheme builds on EN 303 645.

ioXt is developing a new assurance profile for EN 303 645.

PSA Certified (backed by Arm) has been mapped to EN 303 645.

The Global Certification Forum offers accreditation to EN 303 645. 

TÜV Süd offers testing against EN 303 645,  e.g. Chinese  Dishwasher  Midea in December 2020

TÜV Rheinland offers certification against EN 303 645.

VDE offers testing against EN 303 645.

SESIP by Global Platform has been mapped to EN 303 645 and TS 103 701.

SGS IoT Testing and Conformity Assessment Program fully includes EN 303 645.

DEKRA offers guidance and  security evaluation based on TS 103 701 and against EN 303 645

And many more: UL, Eurosmart, KIWA, Secura, Nemko, ACCS, DTG, IASME…
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