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FIDO in
payment
authentication

As easy as unlocking your
device
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4 Biometric technologies perfectly match

netcetecLa

consumers’ expectations of getting the secure
payment solutions of tomorrow, in line with the
increased digitalization of lifestyles.

This can significantly benefit consumers, retailers,

and banks by improving the purchase experience
and better securing the transaction.”

Javier Perez, President, Mastercard Europe.

mastercard.



The current landscape: OTP (one time password)
authentication
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The current landscape: Out-Of-Band authentication

ﬁ DemoBank

IB) Check

ﬁ DemoBank

Online Banking

Transaction Authorization

Merchant Name NDM
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Successful transaction!
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Can we do it better?
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Building blocks:
The future of authentication

Secure Payment Confirmation
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EMV® 3-D Secure
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EMV® is a registered trademark in the U.S. and other countries and an unregistered trademark elsewhere. The EMV trademark is owned by EMVCo, LLC.



Easy enrollment
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Easy enrollment

2 ‘ Interacts through the issuer website
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Card-holder Device Portal Issuer
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Easy enrollment
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Creates a secure key on the laptop
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Easy enrollment

‘ Creates a secure key on the laptop
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Easy enrollment

The issuer associates the passkey with the cardholder profile
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Easy enrollment

Registrierung fiir FIDO
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START CARD SELECTION METHOD REGISTRATION REGISTRATION COMPLETE
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Under the hood: Authentication via SPC
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Under the hood: Authentication via SPC
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Under the hood: Authentication via SPC
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Under the hood: Authentication via SPC
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Under the hood: Authentication via SPC
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Under the hood: Authentication via SPC
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As easy as unlocking your device

< C @ spc-demo-merchantincubation.test.netcetera.com/fan

Lib

Reader’s Book Store

DANIEL KEYES

LR

CAPNG

ATale of Two Cities Lord of the Flies Pride and Prejudice Flowers for Algernon
By Charles Dickens By George Orwell By William Golding By Jane Austen By J Daniel Keyes

* * * * * &k

Price: 21.99 EUR Price: 8.99 EUR Price: 10.99 EUR Price: 14,99 EUR Price: 13.99 EUR

e v

Animal Farm
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Cc

8@ spc-demo-merchantincubation.test.netcetera.com/fancyshop#

Lib

Reaxder's Book Store

Crime and Punishment

By Fyodor Dostoyevsky
B B 8 &

Price: 10.99 EUR

Addtocart

The Count of Monte Cristo

By Alexandre Dumas pére
' B B 8 8 ¢

Price: 8.99 EUR

“Ghe GREAT
GATSBY

- o~

!

Reader’s Book Store

MICE...
MEN

JONN STEINRECA

Of Mice and Men
By John Steinbeck
' 2 2 A & ¢
Price: 11.99 EUR

1984

By George Orwell
B8 8 & ¢
Price: 9.99 EUR

Add tocart

BRAVE NEW WOoRLD
LD

Checkout <

Payment Details

Card Number

‘ 4000 0000 0000 0001 J

Valid Until cw

’ 12/25

Shipping Details

John Smith

-th Ave. New York

Pay 45.96 EUR




What information it presented?

Authenticator —__
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Use]Windows Hellojto verify and complete your purchase?

Store spc-demo-merchant.incubation.test.netcetera.com

Payment ndb| |Netcetera ACS: 400000****** 0001

Amount / L
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Old wine in new glasses?
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Today's devices
have bult-in
biometric
authenticators
that support FIDO
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Users are familiar
with the gesture
of scanning a
fingerprint or a
face to
authenticate an
action

W3C

WORLD WIDE WEB
CONSORTIUM

ph
(D) EMVCO

Leading companies
combine and evolve
the technology
though groups,
alliances and
associations
tailoring Secure
Payment
Confirmation
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Thank you
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N4 SECURE

Nakjo Shishkov

Principal Consultant
Secure Digital Payments

nako.siskov@netcetera.com
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