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15 March 2022 in Russian-occupied Kherson
International
Airport, Chornobaivka, Ukraine,

Main CP Russian 49th Army of
the Southern Military District
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Operational Relevance and
Context

NATO’s Eastern Flank:
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Digital Staff

NATO Headquarters | Brussels - Belgium

...enable the ...ensure ...enhance ...facilitate political

Alliance to conduct interoperability situational consultation and
multi-domain across all domains awareness data-driven
operations decision-making

Quelle: NATO Digital Staff (NDS)
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DIGITAL BACKBONE

Digital Staff
uarters | Brussels - Belgium

Data-Driven

Decision Making
assisted - autonomous

Exploitation Data
Analytics

Quality Data
Data

Management Data
Management

A1unoas (au1ua)) eleq

Digital = A
Backbone Emmis; % ICT Enablers Multi-Cloud Cl:%| Edge

Hybrid

The Digital Backbone provides the Information and
Communications Technology Platform hosting the Data

Architecture of the Alliance.
Quelle: NATO Digital Staff (NDS)
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NATQ’S DIGITAL BACKEONEMRC!

NATO’s Digital Backbone Architecture

Consultation
& Strategic C2

Operational C2 NATO Secret
Mission Secret
NATO Restricted
Tactical C2 Mission Restricted

NATO Unclassified
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Digital Staff

NATO Headquarters | Brussels - Belgium

Komplexitat fir Partnernationen

GEHEIM Rel to
Mission Secret
VS-NfD Rel to

Mission Restricted
Offen Rel to

Cyber

Heer Lw Marine Cyber Space

Data Centric Architecture
Data Centric Security
Zero Trust Architecture

Quelle: NATO Digital Staff (NDS)
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Platform unspecific

Platform centric,
contested

Collaboration System-of-Systems Weapons platforms
across all domains Military Domains + ?

CLOUD CORE | e —
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Exkurs CLOUD

Software as a Service (SaaS)

Nutzungszugang zu Software und Clusterprogramm 2021
Anwendungsprogrammen Teil 1: Zielbild

fiir das Cluster

JInfrastructure & Cloud Base, User Equipment (ICU)"

Platform as a Service (PaaS)

Zugang zu einer Programmierungs- und
Entwicklungsumgebung und zentral
nutzbaren Plattformanwendungen

Infrastructure as a Service (laaS)

Basisinfrastruktur und Orchestrierung
der Cloud
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Regions & Availikility

Datacenter Infrastructure
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Region 2
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Microservices Cloud Core: pCloudBw Fog Computing

Edge Computing

L
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Cloud Betankung
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EU Gov Cloud RESTRICTED

CMS &
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Bedrohungslage LV/BV

Dezentrale mobile Rz-Infrastruktur
Cloud-Computing-Architektur
Nationale Cloud Governance

hohe deployment Raten

Resilliente Cloud

NATO Verteidigungsplanung

Multinationale Foderation Cloud
Cloud Integration
in (black box) Waffensysteme

Cloud Governance

MN Multi-Cloud-Architektur

Entwicklung des Verteidigungshaushalts

Soll-Etat von 2017 bis 2022 in Mrd. Euro

37,00 38,52 43,23 45,65 46,93 50,33
2017 2018 2019 2020 2021 2022

Strategischer Planungshorizont
IT-Sicherheit by Design

PlanbareS CLOUD
Akkreditierungs-
Framework
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