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Motivation

Impact of Safety and Security

decode_predictions = tf.keras.app

def preprocess(image):

image = tf.cast(image, tf.float
image = tf.image.resize(image,
image = tf.keras.applications.m
image = image[None, ]

return image
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Motivation

Impact of Safety and Security

SEVEIY

Safety

Requirements

Architectural
Design

Unit Design

Category Description

ASILD nghgst safety
requirements
ASIL C ngh.safety
requirements
ASIL B Modgrate safety
requirements
ASIL A Basu.: safety
requirements
M Standard quality

management

Requirements
Verification

Integration
Testing

Unit Test

Example
Emergency Braking

Electronic Stability
Control

Cruise Control

Automatic Headlight
Activation

Infotainment System
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Embedding of Al-based functionality
within common saftey and security
frameworks

“Common” Software vs. Data driven (ML)

Traceability

Verifiable

“Best Practices”
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Approach

BSI Project P538 & P532

BSI und ZF entwickeln Sicherheits-
Check fur Kinstliche Intelligenz im
Automobil

Project Partners: BSI, ZF Friedrichshafen, TUVIT

» Project P538 AlAuditMobilityPrep  --> finished
» Project P532 AlAuditMobility --> active
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Key Facts

v Development of concepts and methods for
auditing and testing Al systems in vehicles

v’ Focusing on a modular, use-case-centric
approach

v’ Definition of a set of requirements
v’ Evaluating the approach on real-life scenarios

v" Introducing the results into
standardisation/regulation bodies

TUVIT



Approach How to Map (,translate®)
Requirements (e.g. ISO 26262) to
the Al-Domain?

Actual Use-Cases

Traceability

Verifiable

Testing

“Best Practices”

(-)

ISO/SAE 21434
UNECE R 155
UL 4600

ISO 26262

<-- Requirements to comply

TUVIT
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System / Subsystem

Approach

Requirements from ISO 26262

Methods for deriving test cases for integration testing System Level
Method ASILA | ASILB | ASILC | ASILD

DI1 |Analysis of requirements ++ ++ ++ ++

DI2 |Analysis of external and internal interfaces + ++ ++ ++ sw

DI3  [Generation and analysis of equivalence classes for hardware- |+ + ++ ++ COMPONENT COMPONENT
software integration

DI4 |Analysis of boundary values + + -+ 4 SwW SwW

DI5 [Error guessing based knowledge or experience + + 4 44 COMPONENT COMPONENT

DI6 |Analysis of functional dependencies + + i+ -+

DI7 |Analysis of common limit conditions, sequences and sources of[+ + ++ ++
dependent failures

DI8 |Analysis of environmental conditions and operational use + ++ 4+ ++ Al SU bsyStem
cases

DI9 |Analysis of field experience + ++ ++ ++

ASIL recommendations for software testing

Method ASILA | ASILB | ASILC | ASILD Adversarial

IV1 |Requirements-based test ++ ++ ++ ++
IV2 [Interface test ++ ++ ++ ++ Data Posionig
IV3 [Fault injection test -+ + ++ ++
[V4 [Resource usage evaluation 4+ 4 -+ o+
IV5  [Back-to-back comparison test between model and code, if + + ++ ++ Unseen Data

applicable
IV6 |Verification of the control flow and data flow + + ++ ++ o ang
IV7 |Static code analysis ++ ++ ++ ++ EXpIalnablIlty
V8 [Static analyses based on abstract interpretation -+ + + +

(-.)
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Requirements

Generic Requirements for Al-specific Functionality

EXAMPLE: System Level Requirements

Method ASILA | ASILB | ASILC | ASILD
DI1 |Analysis of requirements ++ ++ ++ ++
DI2 |Analysis of external and internal interfaces + ++ ++ ++
DI3 |Generation and analysis of equivalence classes for hardware- |+ + ++ ++
software integration
DI4 |Analysis of boundary values + + ++ ++
DI5 [Error guessing based knowledge or experience + + ++ ++
DI6 |Analysis of functional dependencies + + ++ b
DI7 |Analysis of common limit conditions, sequences and sources of + + ++ b
dependent failures
DI8 |Analysis of environmental conditions and operational use + ++ ++ ++
cases
DI9 |Analysis of field experience + ++ ++ ++
Method ASILA | ASILB | ASILC | ASILD
RS1 [Resource usage test o} + H+ ++
B N o e L P N e P
| RS3 |[Test for interference resistance and robustness under certain |[++ ++ H++ ++ |
environmental conditions I

Name | Department | Content | dd.mm.yyyy

Derived Requireme or the S
erp
Requirement Risk level
ID Description Type ASILA/ | ASILB/ | ASILC/ |ASILD/
Low Medium High Very
high

1 |The environmental context shall correspond to ASIL + ++ ++ ++
the operational design domain (0DD).

2 [The communication, interfaces, signals, etc. ASIL + ++ ++ ++
between different components shall be
coordinated.

3 [The sensor setup shall be similar to the Additional + ++ ++ ++
development/training setup.

4 | The requirements for Al subsystems shall apply|Additional ++ ++ ++ ++
to the entire system (if applicable).

5 [The adequate performance shall be guaranteed ASIL + + ++ ++
for a certain timeframe after initial deployment.

6 [The performance on key performance indicators|Additional + ++ ++ ++
(KP1Is) shall be as high as possible.

7 [The performance shall be compliant to the ASIL ++ ++ ++ ++
allowed worst-case error.

8 [The performance shall be reproducible in the ASIL + ++ ++ ++
real environment for operation.

9 [The feedback of the system shall be tracked ASIL 0 + ++ ++
while in operation.

10 [The performance shall be corrected when ASIL + + + ++
critical errors occur after deployment.

11 [The system state shall be tracked in a Additional + + ++ ++
reproducible way while in operation.




Re q U | reme ntS Derived Requirements for the Al-System
(Excerpt)

Generic Requirements for Al-specific Functionality

EXAMPLE: ISO 26262 design, development and testing of SW

ASIL recommendations for deriving test cases for software unit testing (DU)

BEVCI
Safety i
Requirements ng:.;lf?i:l?::s

Method ASILA | ASILB | ASILC | ASILD e Integration Testing

DU1 |Analysis of requirements ++ ++ ++ ++

DUZ2 |Generation and analysis of equivalence classes + ++ ++ ++
I DU3 |Analysis of boundary values + ++ ++ ++ SRESESEn
| DU4—_ ELl'olEueisinibas_edin knowledge or experience + + + +

ASIL recommendations for software unit verification (UV) taken from

Method ASILA | ASILB | ASILC | ASILD

UV1 [Walk-through ++ +

UV2 |Pair-programming + + + + Method ASIL recommendation

UV3 _lInspection + ++ ++ ++ ASIL A ASILB | ASILC | ASILD

UV4 |Semi-formal verification + + ++ ++ The Al model shall be implemented using mitigation + ++ ++
llUv5 |[Formal verification o o + + stuatagiesagaist abuatness thisatie mm m= == = il e

UV6 |Control flow a_n‘al;is_ nlianlianlienle el A e e e The Al model shall be verified with formal robustness 0 + +

UV7 |Data flow analysis + + ++ ++ verification techniques.

UV8 [Static code analysis t m o i The robustness of the Al model shall be verified with

UV9 |Static analyses based on abstract interpretation + + + + empirica rebusthesrestimationtectmiques, = = =

; The Al model shall be tested against out-of-distribution |[++ ++

UV10 Requirements-based test ++ ++ ++ ++ data,

UV11 IIltEI‘f.aC.e te.st ++ ++ ++ ++ m

UV12 [Fault injection test + + + ++ model shall be derived.

UV13 Resource usage evaluation * u u B 20  [Test cases based on corner cases of the Al model shall ++

UV14 Back-to-back comparison test between model and code, if + + ++ ++ be derived.

applicable 21  [Test cases shall be derived through error guessing based
on knowledge and experience of the system.
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Requirements Testability
_ N . Estimates Test-Effort and the Test-Format
Applicability & Testability (Evidence and/or Metric)

Applicability

. . . . Requirement Testability Test Comments
Estimates whether an requirement is suitable for Description
The environmental context |Medium Evidence-based
the use-case shall correspond to the e Documentation on the
operational design domain environmental domain
(0DD).
Requirement Applicability Concretization Effort The communication, Medium Evidence-based
D Description interfaces, signals, etc. * [nterface implementation
) 5 . between different * Interface documentation
1 |The environmental context Simple Minor
shall correspond to the * Suitable measurement for c0111p911911ts shall be
] . . . coordinated.
operational design domain environmental context
(0DD).
2 [The communication, interfaces, [Simple None
signals, etc. between different
lcomponents shall be
coordinated.
. 5The Al model shall be verifiedLow Metric-based o Infeasible for
with formal robustness ¢ Verification metrics complex models
16[The Al model shall be verified |Unrealistic Major verification techniques. (<105 neurons and 6
with formal robustness * How to verify complex systems | Suitable verification techniques layers); For more
verification techniques. information, see (1)
17(The robustness of the Al model [Simple Major
shall be verified with empirical » Suitable estimation techniques The robustness of the Al Medium Metric-based
robustness estimation ¢ Suitable coverage of complete model shall be verified with ¢ Robustness metrics
techniques. robustness empirical robustness e Assessing suitable metrics
18[The Al model shall be tested Simple Major estimation techniques. » Assessing thresholds
against out-of-distribution data. ¢ Suitable definition of 00D data The Al model shall be tested [High Metric-based
» Suitable coverage of complete against out-of-distribution ¢ Performance metric on out-of-
00D data data. distribution data
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Requirements

Examples

Requirement Recommendation
ID Description ASIL A/Low
18 | The Al model shall be tested against out-of- it
distribution data.
Requirement Recommendation
ID Description ASIL C/High
7 | The performance shall be compliant to the it

allowed worst-case error.
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Thank You

Vasilios Danos

Head of Al Security & Trustworthiness
T.: +49 201 8999-560
E-Mail: v.danos@tuvit.de

tuvit.de
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