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Information Security Management

Data Protection &

Software Evaluation & Validation

Hardware Evaluation Cyber Security

Post Quantum Security Safe and Secure AIData Center

Secure Firmware Updates
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Motivation
Impact of Safety and Security

AI ( Deep Neural Nets)
(What has been learned? Uncertain 

robustness, etc.)

Common Software
(traceable, clear rules, source code review etc.)
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Code

Unit Test

Integration 
Testing

Safety 
Requirements 

Verification

Unit Design

Architectural 
Design

Safety 
Requirements

Traceability “Black Box”

Verifiable
Non-linear,
Probabilistic

Testing
Uncertain Significance 
of Results

“Best Practices” Lack of Standards

“Common” Software vs. Data driven (ML)

Embedding of AI-based functionality
within common saftey and security

frameworks

Motivation
Impact of Safety and Security

Category Description Example

ASIL D
Highest safety
requirements

Emergency Braking

ASIL C
High safety
requirements

Electronic Stability
Control

ASIL B
Moderate safety
requirements

Cruise Control

ASIL A
Basic safety
requirements

Automatic Headlight
Activation

QM
Standard quality
management

Infotainment System
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Approach
BSI Project P538 & P532

✓ Development of concepts and methods for
auditing and testing AI systems in vehicles

✓ Focusing on a modular, use-case-centric
approach

✓ Definition of a set of requirements

✓ Evaluating the approach on real-life scenarios

✓ Introducing the results into
standardisation/regulation bodies

Project Partners: BSI, ZF Friedrichshafen, TUVIT

➢ Project P538 AIAuditMobilityPrep --> finished
➢ Project P532 AIAuditMobility --> active

Key Facts
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Approach
Actual Use-Cases

• ISO/SAE 21434

• UNECE R 155

• UL 4600

• ISO 26262

How to Map („translate“) 
Requirements (e.g. ISO 26262) to

the AI-Domain?

<-- Requirements to comply
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Approach
Requirements from ISO 26262

Methods for deriving test cases for integration testing

ASIL recommendations for software testing

Adversarial

Data Posionig

Unseen Data

Explainability

(..)

System Level

SW 
COMPONENT

SW 
COMPONENT

SW 
COMPONENT

SW 
COMPONENT

AI Subsystem

System / Subsystem
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Requirements
Generic Requirements for AI-specific Functionality

Derived Requirements for the AI-System 

(Excerpt)

EXAMPLE: System Level Requirements

:

:
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Requirements
Generic Requirements for AI-specific Functionality

Code

Unit Test

Integration Testing

Safety 
Requirements 

Verification

Unit Design

Architectural 
Design

Safety 
Requirements

EXAMPLE: ISO 26262 design, development and testing of SW

ASIL recommendations for deriving test cases for software unit testing (DU) 

EXAMPLE: ISO 26262 design, development and testing of SW

ASIL recommendations for software unit verification (UV) taken from 

Derived Requirements for the AI-System 

(Excerpt)
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Requirements
Applicability & Testability

Testability

Estimates Test-Effort and the Test-Format

(Evidence and/or Metric)

Applicability

Estimates whether an requirement is suitable for

the use-case

:

:
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Requirements
Examples

Requirement Recommendation

ID Description ASIL A/Low

18 The AI model shall be tested against out-of-
distribution data.

++

Requirement Recommendation

ID Description ASIL C/High

7 The performance shall be compliant to the
allowed worst-case error.

++
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Thank You
Vasilios Danos
Head of AI Security & Trustworthiness
T.: +49 201 8999-560
E-Mail: v.danos@tuvit.de
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