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Making your networks
future-proof

Post-quantum cryptography and virtualization
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ENTERPRISES, AGENCIES AND CRITICAL INFRASTRUCTURE

Network access requirements

Security

IT-SiG 2.0, emerging EU NIS-2 directive: encryption,
attack detection, assured supply chain

Scale

Applications and data in the cloud result in higher
bandwidth on the access links

. Sustainability

Single hardware for demarcation, security, sync and
multiple virtualized applications
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Creating more value at the network edge
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Improving scale, security and flexibility
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Quantum computers as attack tools

* Quantum computers are capable of
breaking classical encryption

* Vulnerable asymmetric key protocols
are used widely

* Migration to quantum-safe controls is
a complex and time-consuming
process

» “Store-now decrypt-later” attacks
pose a significant threat — even today
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/ A Source: IBM
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Making encryption quantum-safe and future-proof

Post-quantum cryptography (PQC)

Session Quantum-safe | Secure key exchange

R ot Sttt Skt
key algorithms
Vulnerable key exchange _ _

Applying quantum-resistant key exchange
Session Classical key protocols using classical computers
key exchange

l Mitigation
— | AES-256 B =

Plain Cypher “
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NIST Post-Quantum Cryptography Project

Dec 2016 April 2018 Aug 2019 2020-2021 2023
Final requirements 15t NIST PQC 2" NIST PQC Round 3 Standards drafts
and criteria workshop workshop seminars released
o Q NIST
Standards and Tochmelogy
Aug 2016 Nov 2017 Jan 2019 July 2020 July 2022 ~ Mid 2024
Draft submission DL for 2"d round Selected finalists Announced finalists Final
requirements submissions started and alternate to be standardized standards
evaluation criteria candidates and candidates ready

for 4™ round
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Learning from the crypto-past

Mathematical attacks Implementation attacks

“Deep Crack”
breaks DES (1998)

[ @ recnca e

Post-quantum encryption contender is taken
out by single-core PC and 1 hour

Breaking Rainbow Tukes a Weekend on a Laptop

Two hot PQC contenders
broken in 2022

2 0 1 6 CacheBleed: A Timing Attack on OpenSSL Constant
Time RSA
The Return of Coppersmith’s Attack:
Practical Factorization of Widely Used RSA Moduli’ 20 1 7

2017
B{f Dec 2023())
KyberSlash

Never-ending
side-channel attacks
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Highly complex and dynamic environment
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Working group “Kryptoagilitat®
at TeleTrusT just launched!

Crypto Agility &jTeleTrusT

Pioneers in IT security.
Bundesverband IT-Sicherheit e.V.

Principal approaches

«  Substitute vulnerable algorithms with quantum-
safe ciphers (upgrade, replacement)

Crypto + Combine different crypto schemes
Inventory *  Apply across several layers

Decision criteria
« Cost
+ Time to secure
* Assurance level
« Long-term security

Risk
Assessment

Continuous activity on governance and technical level
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Creating more value at the network edge

—
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EEE Step 3: Improving security with
/ + vFirewall W) feature-rich virtual firewall
= —r
(m] (m] . .
oHo Flrewall Step 2: New routing features with
/" + vRouter %O virtualized router on plug-in server
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Improving scale, security and flexibility
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THE BIG PICTURE

Secure connectivity across multiple network layers

Location 1
Point of Presence
~ o (G ee) Data Center
H I_I H i oo
<:\1\a> /
Location 2 FSP 150
(Leey o) Carrier /’\ Optical
KIIen Ethernet [ (DWDM)
(1111 0] 1-100 Gbit/s 100-400 Ghit/s
Location n
2 _._ FSP 3000
DED 1L ee FSP 150
o Eg G eos)
[m]
FSP 150 MACsec (L2) OTNsec (L1)
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LAYER 2 MACSEC ENCRYPTION WITH BSI VS-NFD APPROVAL

Network access device FSP 150-XG118Pro (CSH)

Network MACsec + : o e
—— Security Virtualization Verified VNFs

1G/10Gbit/s Active support of Hardware-based Pluggable server JUNIPEr  EXFO 1 Check o
demarcation and + Virtual LAN Ethernet encryption module G Afelieran CERTES
aggregatlon (VL'AI\N) f S . Approved by HOStITg Odf k CreaNoRD 6jdispersiver -GKIHOPS
Sophisticated Quoaéty of Service German BSI for ;/l.ll':llé{alcl)iles sng;[ww;sr FoATINET AR idistz iXia
performance (.Q ) . VS-NfD fi I

.. * Link Aggregaﬂon |revya , IDS/IPS Metaswitch . Qnetrounds [TEXRI
monitoring and Connect (optional)
resilience (LAG) 230 Guard™ % QOSMOS  Quortus® € riobon

Asiverpeak  sinefa  sONICWALL

W VERSA \éryx VIAVI

untangle
CLOUDGENIX @ flexiwaN
Ayreve LGS vmware

pnozom riverbed  Saguna

A
MAVENIR SPIRENT % viptela
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Edge cloud growth
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Customer premises Coredata centre, " . Hyperscaledata
T drone . St caupmencpd,  MEgEiene Comlofice §Ccomatottes gl cenwe
erene. gateway, On SetTop Box (STH), : peering pornt

prem data centre
mabile phone, SIM, carrier neutral

gateway/router regional
datacentre
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Global Edge Market

73% CAGR growth |

2022 2023 2024 2025 2026 2027 2028 2029 2030

mOn-prem Edge mNetwork Edge

Source: STL Partners
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Simplify and operationalize with NFV

Hardware appliances

Multiple hardware
appliances

74
SD-WAN [-E];t@ m

Firewall @_
Router @—_X

Compute _ Network
— demarcation
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VNFs on FSP 150-XG118

EEEEE Single uCPE

vRouter, vFirewall, vSD-WAN

Network function

virtualization %

Open server and
open network demarcation
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Ensemble enables choice
- MANO

: Ensemble Ensemble
Management and orchestration Drector ] )§ \Q  ——
— VNFs / CNFs
- Customer choice per application i B paloaiy riverbed & docker
. . U viptela F:RTINET .G

V|rtua_l ne_twork functions / _ velsaPud 3 Check Pt il - ubuntu
containerized network functions A siverpesk JuniPer ipanema o e

« sample of on-boarded VNFs, SDAWAN J | - ' R “Customer J
> 100 partnel‘S - Irewa ssurance app

- Network OS
« Convergence and abstraction layer

¢

Ensemble Connector

A%

- Hardware
» Adva integrated server or white box AdVa pedl wmsmee Lanner € .others
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USE CASE

Secure branch connectivity layer 2 + NFV
* Layer 2 MACsec encryption with FSP 150-XG118Pro (CSH)

* Network OS with hypervisor for hosting VNFs (vFirewall, vRouter,

X Data center
edge compute) on integrated server blade

o)
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Branch office

S ORS

_*\

Branch office

SRS

Branch office

N B
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USE CASE

SD-WAN

- Drivers
« Cost savings

» Multi-technology: MPLS, Ethernet,
LTE/SG, Internet

* Business models e.g. managed service

- Benefits

« Automation and zero touch provisioning
* Flexibility by VNFs
« Open, multi-vendor architecture

« Secure hosting with protected
connectivity
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USE CASE

Edge compute

- Drivers

« Customer applications use spare
edge compute capacity

« Multi-tenant, self-managed
private workloads in sandbox

- Benefits
« Enhancing services with SD-
WAN, firewall, IDS/IPS, etc.

« Secure hosting with protected

connectivity
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Provider
managed
| SD-WAN
VNF

Provider managed cloud space

Provider
— W managed
— Guest G firewall
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USE CASE

Automated and secure service activation - ZTP

)

X¢ % Bx  BEOx
B, 5 e A =@ ®
-O—O ——®
Eo====id ) » [@o====ii] ) ) @oe== ) - [EozzzEd] )
XG118 serveris  Server sent to Installation Download site Initialization,
preinstalled with  customer L2 encrypted configuration automated
network OS network connection _data and VNF testing, service
. o ) images from activation
New service Authentication with
. MANO
details are MANO

configured at
MANO .
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Key take-aways

Quantum-safe encryption for long-term
security at the network edge

Protected edge cloud for software-defined
networking

Virtual network functions provide agility and
the ability to react to future demands
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Thank you

Info@advasecurity.com
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