Unsichere Zeiten, unklare Wege —
unabhangige Schutzmalinahmen in der Cloud

Schutzen Sie die Anwendungen und Daten Ihrer Behorde
selbstbestimmt in Cloud-Umgebungen
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Problemstellung

+ Digitalisierung der 6ffentlichen Verwaltung
 Cloud Technologie fiir Dienstleistungen des Staates

» Cloud wird als unsicher betrachtet

Whete the
mqs(c happens
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Moderne Anwendungen

e
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Betrieb von Anwendungen in einer komplexen Umgebung

—
#
docker
S i

: : -~
o providers Java
GO Service
®

providers

Data center Edge | loT and OT
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Geteilte Verantwortung ist vorgegeben

Cloud Nutzer: S TOMER DTk
Sicherheit in der Cloud

CUSTOMER PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

RESPONSIBILITY FOR
SECURIT Nl Tk oUD OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CLIENT-SIDE DATA NETWORKING TRAFFIC
ENCRYPTION & DATA INTEGRITY (FSI!IE.EVSEYRS-:E'[h)dEAEh?DC/RC::TDlgTi) PROTECTION (ENCRYPTION,
AUTHENTICATION INTEGRITY, IDENTITY)

. . SOFTWARE
Cloud Service Provider:
Sicherheit der Cloud otk “
RESPONSIBILITY FOR HARDWARE/AWS GLOBAL INFRASTRUCTURE

SECURITY ‘OF’ THE CLOUD
AVAILABILITY ZONES EDGE LOCATIONS

https://aws.amazon.com/de/compliance/shared-responsibility-model/
https://learn.microsoft.com/en-us/azure/security/fundamentals/shared-resgtiR@liiagine
© 2022 Cisco and/or its affliates. Allrights reserved. Cisco Confidential https://cloud.google.com/architecture/framework/security/shared-responsiti 6 GERMANY hI=d



https://aws.amazon.com/de/compliance/shared-responsibility-model/
https://learn.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility
https://cloud.google.com/architecture/framework/security/shared-responsibility-shared-fate?hl=de

Multi-Cloud World

Cloud ist nicht vergleichbar mit einem Rechenzentrum

Jeder CSP ist anders — zu viele Cloud native Komponenten —
Abhangigkeiten von externen Scripts, Templates und Cloud Komponenten
Komplexe Service Integration und komplexes Routing

Sichtbarkeit — Kein “Single-pane-of-glass” und eingeschrankte Kontrolle

Policy — Keine einheitliche Policy und unterschiedliche Enforcement Points @

Multi-Cloud
Defense Controller

A\

Customer
Datacenter
ORACLE
Google Cloud cLoup aliafn

Cisco
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4 Insights
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Centralized Policy
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Ein Regelwerk in der Multi-Cloud - 1

Unabhangig von der Cloud Umgebung <
 Private, sovereign, public cloud F———X

Sichere Verbindung in die Cloud

Transport agnostisch

Erweiterung des WAN in die Cloud Instanzen

WAN Automation Teil der eigenen IT Abteilung

Absicherung der Work-loads innerhalb der VPC

Anpassung an dynamisches Umfeld der Cloud

Datenhoheit behalten

/
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Ein Regelwerk in der Multi-Cloud - 2

Zentrale Policy umsetzen

el
@

( laaS / PaaS I

' Cloud Provider |
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Ein Regelwerk in der Multi-Cloud - 3
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Ein Regelwerk in der Multi-Cloud - 4

{ laaS / PaaS g laaS / PaaS |3 laaS / PaaS

| | |

l\ Private Cloud ) I Cloud Provider B ! lCIoud ProwderAl
S S ___“’R_eln_‘naam_e_
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Secure Connectivity
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Security Komponenten Cisco SD-WAN Umsetzung

* Hohe Visibilitat der Datenstrome
e Zertifikat basiertes CPE Roll-Out
* Ende-zu-Ende IPSec Encryption

* Policy based routing

* Dynamische 5-tuple Firewall pro Nutzer _ cicosowanvmanage
 IDS/IPS
* Integration in Cloud Service Anbieter
e Skalierbar fur tausende Behdorden

SD-WAN
Policy

SD-WAN

GKE-hosted C_'S°° Nutzer
service Virtual

Router

Cisco

Router
® & “®) < | CiscoSD-WAN >

HQ/Branch office/

Google Cloud Sae
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https://www.cisco.com/c/de_de/solutions/enterprise-networks/sd-wan/sd-wan-security.html

SD-WAN Cloud Networking

¢

Cisco Catalyst SD-WAN

C

Multi-Cloud

) (

Security

) (

\_

Analytics

)
)

Cisco SD-WAN Cloud OnRamp

Cisco SD-WAN Cloud OnRamp delivers unified policy with laaS integrations, optimal application experience with Saa$S

optimization, and automated, cloud-agnostic branch connectivity with colocation and cloud interconnect.

C

Multi-Cloud ) saas
Cloud Hub Cloud Cloud OnRamp
Interconnect for Saa$S

AWS Cloud WAN
Azure Virtual WAN

Google NCC
\ J

\—

Megaport
Equinix

_/

Microsoft 365
Cisco Webex

\— _/

/
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: aws =
AWS - Site-to-Cloud NG

2,

SD-WAN
Manager / aWS
N

: Netops Account Cloudops Account
%

Enterprise site il / Transit VPC \

5
BGP session | ' | =
G—t \ 9
o
SDWAN Tunnels GI2—7 IPSEC/GRE C@\ <
Cisco SD-WAN Fabric <G—t> )

BGP session r\

CAT8kv |
Q : . :
m E H © @) © / K /

Enterprise site

SD-WAN fabric to AWS Cloud workloads

{ 0.0.0.0/0- TGW }
< Simple > < Automated > < Secure >
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; BB Microsoft / Azure
AZU e - Slte_tO_CIOUd W= Azure GoAvernment
SD-WAN fabric to Azure Cloud workloads

6% HE Microsoft
SD-WAN B Azure
Manager

] Netops Subscription Cloudops Subscription

] oL API

Enterprise site vVWAN \ /
vHub- vNet <0 o o>
peering
Zfi}(i BGP session
y - ?5*;
Gl1
Cisco SD-W ric 2;_/}52
GP session
vHub <. . .>

519NA PEOJ3LIOM

&ﬁﬁ/

Enterprise site

[ 0.0.0.0/0- vHub ]
< Simple > < Automated > < Secure >
&Reimagine

o
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Google Cloud - Site-to-Cloud

% SD-WAN fabric to Google Cloud workloads
SD-WAN
Manager
Go gle Cloud
> Netops Project .. Cloudops Project:.
ZRERE

O API
Site-to-Cloud VPC J
Enterprise site / WAN VPC \\w / ite-to-Clou \ J

T~ g GB;PSGSW .}" {_Q :l::l LT_E

Cisco SD-WAN Fabric

SJdA PEOPIOMN

Enterprise site

BGP session ‘
/j@ GCR ‘ ‘
4
< Simple > < Automated > < Secure > Q’Q Google Cloud Router
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Cloud Native
Advanced Network
Security
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Cloud Security Positioning

Suite Positioning

Why Critical?

Market Drivers

Security
Features

E % Multi-Cloud Defense

Cloud-based security

Consistent, automated, advanced
security implementation across multi-
cloud

Single-policy across cloud providers
Avoids CSP tool sprawl

Advanced in-line security controls
SaaS delivered controller

PaasS delivered security

WAF FQDN Filtering
IDS / IPS URL Filtering
Geo IP DLP

Malicious IP Cloud-native Identity
Antivirus

‘ Cloud Application Security

Multi-cloud

cloud-native protection

platform

Provides CNAPP protection to multi-

cloud workloads using graph-based
context

Agentless

Context-based prioritization
Dynamic Remediation

Build to runtime protection

Attack Paths CI/CD Security
CSPM Serverless

CWP Protection
API Security

Secure Workload

Hybrid-cloud

Zero-Trust security

Zero-trust protection for hybrid-cloud

workloads utilizing machine-driven
policy lifecycle automation

Zero Trust / Least Privilege
SaaS delivered

Automated Policy Discovery
Workload & container security
Enforcement and Compliance

Dynamic Policy

CVE Identification

Policy Simulation

Threat Intelligence

Flow and telemetry visibility
Agent or Agentless

QReimagine
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. s an )

Sicherheit tber & i
private Cloud

m e h re re C I O u d S Multicloud Defense

Eine Policy erstellen und in allen
Clouds durchsetzen

Automatisierung und
Orchtestierung liber
verschiedene Clouds nutzen

Cloud Vorteile nutzen
ohne Verzicht auf

Sicherheit \ /
N N

Customer
Datacenter

aWws il

- CIsCO

A{ae ORACLE
Google Cloud

LD
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Kompletter multi-direktionaler Schutz

4 Cloud 1 \ ( Cloud 2 R
(ﬁﬁl Ingress security: Stopt inbound Angriffe C/-\D 0ZG Web App .'—"0 -, ID App
auf Web und non-web Applikationen. [[—_ HR App s-«--" HRApp
- AN /
&l Egress security: Erkennt und blockiert s ~
@ Command & Control, Botnets, und ungewtinschten Private data center
Datenabfluss.
e — Fach DB Betriebs App
p— ERM app Register App
@? East-west security: Reduziert Verbreitungsradius \_ J
und schitzt gegen Ransomware

durch Einschrankung von Quer Bewegungen.

Ingress Egress

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential Cisco Securi
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Cisco Multicloud Defense

Combining multicloud networking, automation, and cloud native network security

stslack QD webex

by €ISCO

SELELLL > SELELLL > . .
Terraform &' splunk> ¥ patapoc [ sumo logic
API
Multicloud Defense PagerDuty servicenow
Controller
( - ; i R
S Unified security policy )
1 ] 1 1
1 ] 1 \
e ! \ o
e T T T T T T TS T S S Ssmsmmmm s m T 4 N T T ST T T s s s s s e e e = <
L2 -7 Se e ___ N
1 5 = >0 1
.' [ . '.
1 i !
Multicloud Defense C/\D Ingress protection Segmentation Egress Multicloud &
gateways (PaaS) — N — A (East-West) — A security Hybrid-cloud networking
&2 = o =
aws €. Google Cloud ORACLE
N >) CLOuUD
& ( Multicloud networking ) >
Network visibility Routing & connectivity Security automation

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential Cisco Securit 25
cisco ¢ v



vt
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Multicloud Defense - Overview
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AWS Centralized Security Model

Overview

* Security VPC
* AWS Transit Gateway (TGW)

* Network Load Balancer (NLB) for ingress

traffic forwarding

* Ingress Gateways for traffic inspection

Orchestration

* Security VPC

* Network Load Balancer

*  Multicloud Defense Gateways
* Deployment
* Insertion
* Autoscaling

* Transit Gateway
* New or existing TGW
*  TGW attachment

* Traffic engineering (routing)

e VPC subnet route to TGW

Dev-VPC CIDR 10.1.0.0/16
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Azure Centralized - Ingress & Egress

Azure Subscription: Example

Overview

* Security vNET

* Ingress Gateway

* Egress Gateway

* Internal Load Balancer
* External Load Balancer
* VNET Peering

Orchestration

* Security vNET
* Network Load Balancers
* Multicloud Defense Gateways
* Ingress & Egress GW
* Automation
* Peering
* Routing
* Load balancer configuration
* Autoscaling

Prod-VNet
10.1.0.0/16

subnetl 10.1.0.0/24

)
NSG m

deo =
a prod-vm1
UDRs
0.0.0.0 -> Egress LB

subnetl 10.1.1.0/24

do >
4 prod-vm2
UDRs

0.0.0.0 -> Egress LB

Dev-VNet
10.2.0.0/16

subnetl 10.2.0.0/24

= &g
deo
a dev-vml

UDRs
0.0.0.0 -> Egress LB

subnetl 10.2.1.0/24

)
NSG @

deo
4 dev-vm2
UDRs
0.0.0.0 > Egress LB

Peerings

\’,

: (o> eastus2-hub-vnet

10.10.0.0/16

@) ...........

Egress LB

mgmt: 10.10.0.0/24

lﬁ Public IP !

T
'

:
datapath: 10.1001.0/24
]
]

- -
Egress e
Gateway ; Gateway H
H
.................................. I R l
e e e e e e e = = J
¢ public IP
o Bl H
Zone 2 @
datapath: 10.10.2.0/24

Ingress LB

Public IP l

(=D
Ingress
Gateway H 6

i
NSG

Eg! re

Gateway 3
'

i
mgmt: 10.10.3.§/24
1

Public IP

Azure Centralized — Ingress & Egress traffic inspection




GCP Centralized - Ingress, Egress & East/West

Overview Landing Zone 1
* Security VPC

* Egress Gateway

* Internal Load Balancer
* VPC peering

d > Project: Workload q Project: Security
e Management-VPC

mgmt: 10.10.0.0/24

e Production-VPC l l
i Public IP i

H H

' '

Subnet: 10.1.0.0/24

@ “
prod-vm1 RN e Datapath-VPC

Orchestration

* Security VPC
* Network Load Balancers
* Internal & External
e Multicloud Defense Gateways

'
datapath: 10.101.0/24
'

Peerings ;

* Egress GW o :g,fsvrt S o i
Development-VPC L1 ast-Wes! ; Gateway | ublic
* Ingress GW e Gateway i , e
° Automation Subnet: 10.2.0.0/24 /,«' Imfg‘al St
i e LB
* Peering @ »
y RO Utl n g dev-vm1

* Load balancer configuration
e Autoscaling

GCP Centralized — Ingress, Egress & East/West traffic inspection



Cloud Native
Application
Protection
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Sicherheits Anforderungen der Cloud-Native Applikationen
von der Entwicklung bis in die Produktion mit Panoptica

~

Code +
Build Security

Prioriseren und abhelfen:
Gesamten Entwicklungszyklus
Governance Policies

Infrastructure-as-Code

y
h

Cloud Security
Posture Management

Automatisieren und vereinfachen:
* Compliance Monitoring

* Resource Management

\ J

Artifact
Scanning

Identity & Access
Management

Cloud

-
-
~ -
-~

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Runtime
Protection

e e‘ ’2‘ - < >
) _ P P4 = A0 A
@ - Attack Path
Analysis

Priorisieren mit Prazision.
Risiko mindern wo es am ndétigsten ist—zuerst.

afe \
o~ -0
%) App + API

Security

Assess und Monitor:
Interne und Externe APIs

AP| Tokens

Y,
=D ™

~——
~——

Cloud Workload
Protection

Kontinuierliches Risk Management:
Virtual Machines
Containers

Serverless

\




Observability
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é Telemetry

Was ist
Telemetry?

eco Apprnam|CS ssssssssssssssssssssssssssss . All rights reserved . Cisco Confidential



Was ist OpenTelemetry?

Applikation
API SDK Processing
Code Sammeln der Verarbeitung der

Instrumente um Telemetrie un

Telemetrie Daten weiterleiten in

Zu erzeugen Verarbeitungs
kette

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Telemetry Daten:
Sampling, filtern,
anreichern

(14

Ein Observability Framework fur
cloud-native Software.

- opentelemetry.io
79

Exporter

Konvertieren
und
kommunizieren

Kollektor

Daten filtern,
zusammenbringen
abarbeiten und
kommunizieren

Telemetry /

Observability /
Monitoring
Back-end

N

*‘OpenTeIemetry



OpenTelemetry Daten Quellen

A measurement about End-to-End progression A time stamped text Mechanism for
a service, collected of record, often attached propagating
at runtime a request, to Spans name/value pairs.
across services - :
Events are a specific To establish
“ type of log a causal relationship
between events from
A unit of work different services.
within a Trace
a

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential *‘OpenTe|emetry



Open Telemetry Referenz Architektur

Application (mTTmmTTmmommmommmoes ; Application
_____ : Back-end !
ot Library [E=] o | 1 <7 ot Library [E]
; e ) Otel Collector EHE
. : Service
Otel CoIIectorEE@ ! Back-end Otel CoIIectorEE@
Agent ! 2 Agent
————————— >
Metrics+Trace
OpenTelemetry Der OpenTelemetry Kollektor Optional, konnen Gateway Backends 99
Instrumentierungs-Libraries kann als Agent auf jedem Host Kollektoren mit Load Balancing kdnnen
sollten zu jeder Anwendung in der Umgebung installiert provisioniert werden. open-source
(manuell) hinzugefiigt werden und konfiguriert werden, um Die agent-mode Kollectoren oder
oder der OT Agent sollte die Telemetrie Daten an die sprechendann zum Gateway kommerzielle
genutzt (automatisch) jeweiligen Back-ends der Kollektor, das wiederum mit den Anwendungen
Nutzer gesendet zu werden. Back-Ends spricht sein.

Source: https://opentelemetry.io/docs/

“
| Telemetry


https://opentelemetry.io/docs/

Cisco Observability Platform (COP)
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Cisco Full-Stack Observability Architektur

e - - - - - -

Extensibility (Entity and object models / MELT workflows / 10 / RBAC / User Interface, etc.

Use cases
und Lésungen

Business
Kontext

Plattform X-MELT | Advanced traces | Advanced correlation and insights (real time and predictive) | Transformation| Al/ML

OpenTelemetry | Network telemetry | Security telemetry | Cloud advanced telemetry

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Cisco FSO Platform

Ermdglicht neue Observability Oko-Systeme

Voll erweiterbar
@ Native Unterstiitzung von
OpenTelemetry
AN
Basiert auf MELT

Bietet Unified
Query Language (UQL)

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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i

Standard based

OpenTelemetry leadership

_______________________________________________________________________________

010110
110010
001011

Cross MELT

Metrics, events,

logs, traces

Entity centric

Data
modeling

]
—
I

Al ML driven

Root cause
analysis

Cloud scale

Cloud native architecture
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Durchsetzung der Regeln in allen Systemen

Zero Trust Micro-Segmentation

LD User Access Control
senvi P T e : Device Posture, & \@
ervice : e ke
i WWW / GUI Contalneri i i aws
J F— O : Micro-Segmentation
’ . . : On-premises Public cloud
. Machine 2 Machine 4-p Workload Security
Compute // Op. Logic/ Micro Sevice : E Bare-metal servers ‘ === \/irtual machines ‘ a Containers
s i _ Pran\
VO Macro-Segmentation R
Operation SW . 7
peration | Data Loss Prevention
Data . Compute, Data in Rest Encryption Control Point
I Network Access Control Bewertung
Software Defined WAN
SASE SSE
Network Visibility
IDS/IPS .
. Subjekt Objekt

Security

Security Control Plane

Steuerung
Enforcement Point




Secure Workload Ansatz fiir Zero Trust
4 )

Policy Engine
PoI|cy Admin
PoI|cy

Visibility Enforcement

Centralized Policy
Control Plane

Distributed Enforcement
Data Plane

& 4




Wie nutzen Kunden Cisco Secure Workload?

Secure Workload

Applikations Visibilitat

Zero trust Micro-Segmentierung

Kompliance

Visibilitat in jede Workload Kommunikation der Applikation, sowohl bezogen auf den
Kontext, das Verhalten der Anwendung und die Interaktion mit Nutzern und Geraten.

Verhindert laterale Bewegung setzt eine verteilte Firewall Policy oder “micro-

perimeter” an jedem Workload durch und wendet das “least-privilege-access” Prinzip
auf jeden an.

Hierarchical policy model ensures overall policy compliance while enabling teams to
implement policies based on their roles, and data hygiene efforts pave the way for
external compliance mandates.

Cloud Migration

Darstellung der Applikations Abhangigkeiten (ADM) und speichert den Lebenszyklen
der Polic- Automatisierung, die komplette Historie der Applikation und zugeordneten
Policy, die fiir die sichere Migration der Applikation in die Cloud notwendig sind

K Reimagine
S =f GERMANY



Workload Segmentierung

* Software Agenten im Workload
 Unterstlutzt Bare Metal, Virtual

. . CAWSClowd
Machines, Container s
* Nutzt Tags in der Cloud fur Policy vee -
Zuordnung | publcsubret o g Bk v |
« Uberwachung Giber Flow-Logs i e
e Mikro-Segmentierung durch | I ds-
Security Elemente der Cloud- e
Service-Anbieter . I b . ’
* Policy Sichtberkeit fur DevOps,
SecOps und Netops -
QReimagine
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For your info

& reference

Policy mapping AWS

Tenant AWS Cloud

Availability Zone 1 Availability Zone 1

Application Workspace

s < v

B BO

VPC
VPC
i Security group
™ et [
VPC <:E@:>

BRKPEC-177

E 2

ITo) . .

o
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Policy Analyse und Kontrolle

DusLab-InvoiceSystem #

- Policy Analysis

< Run Experiment ‘

Absolute

® Demo: DusLab  Applications : InvoiceSystem  versionve  LastRun: Feb 1, 4:43 PM
ActivityLog  Matching Inventories @ Conversations @) Filters @) Policies @) Provided Services  Enforcement Status
Live Policy Analysis: p11 A Manage Alerts
Select time range ]
R " p # o pn pr T o pr # P " pr = & ;
O Enter attributes... x
Filtered | @ Flow Observations ~ | [ pemited Escaped Top [ames - | contributing to the selected Fic
.Pevmvmd .Réleﬂed .Esnaped
Consumer Names
1000
o Unkoown ——r—
a0 demosiwappha... [N
ol o P———
o demosiwappdb3 [l
o demosiwappdbz [l
demosiwappapp3
400 demosiwappapp1 [l
300 demosiwappdb1 [l
200 demosiwappapp2 Il
100
" Am 850 oAM %0 10AM 1030 1AM 1150 12PN 1230 o 120 '
Found 51,134 Flow Observations [ Show 20 ~ |
Y Timestamp 1l Policy Categories 11 Consumer Name T Provider Name 11 Consumer Address 11 Provider Address 11 Consumer Port 11 Provider Port 1] Protocol Tl Service Name 11
May 2 7:53:000m  PERMITTED Unknown demosiwappdb3 10.1.1.150 10.1.96.21 49784 9100 TCP Jetdirect
May 2 7:53:00am PERMITTED Unknown demosiwappapp2 10.1.1.150 10.1.96.23 43188 9100  TCP jetdirect
May 2 7:53:00am PERMITTED 1app 1 10.1.96.25 10.1.96.22 54280 8081 TCP Unknown
May 2 7:53:00am PERMITTED demosiwappapp3 Unknown 10.1.96.24 10.49.166.9 51990 5660 TCP Secure Workload Enforcement
May 27:53:000m  PERMITTED i 1app 10.1.96.25 10.1.96.23 35154 g1 TCP Unknown
May 2 7:53:00am PERMITTED i 1app 10.1.96.25 10.1.96.24 48000 8081 TCP Unknown
May 2 7:53:00am PERMITTED Unknown demosiwappapp1 10.1.1.150 10.1.96.22 40754 9100 TCP Jjetdirect
May 2 7:53:00am PERMITTED Unknown demosiwappdb1 10.1.1.150 10.1.96.19 51248 9100 TCP Jjetdirect
May 2 7:53:000m  PERMITTED Unknown demosiwappdb2 10.1.1.150 10.1.96.20 33090 9100 TCP Jetdirect

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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Start
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Vielfalt in der Bekampfung von Ransomware Angriffen

Most attacks use a sequence like this...

—_— > —_— > —_—>
Email DNS
A well-tailored and Which goes to Which leads to a That process will
personalized email a questionable web strange process connect to another
causes a user to site... being created machine or directly
click... locally on the user’s to their data
device...
T1055: Process Injection
T1566: Spear phishin .
pear phishing T1189: Drive-by Compromise T1570: Lateral Tool Transfer
T1087: Account Discovery: Domain Account T1048: System Network Connections Discovery
[ Vendor A Vendor C Vendor E Vendor G Vendor D
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< =f GERMANY



Das XDR Versprechen

@

B

Sammlung der Telemetrie
von vielen Security Tools

Anwendung von Analysen auf die

gesammelten und homogenisierte
Daten, um eine Schadigung zu
erkennen

Reaktion und Beseitigung
Bosartigkeit



Building Blocks einer idealen XDR Solution?

XDR Portal / Customer
Inputs Platform “Outputs” Consumption

Native and 3™
Party
Telemetry
Sources

Analytics & Incident

Correlation
Engi Management
ngineé Customer

Managed

¥

Response
Data Threat Actions and Incident

Repository Intelligence Workflow Response

[

8

g

]

[

8
Automation =
[
8
,,

Managed
Detection &

Asset e _ Response
Context Threat Hunting

. Management
(device, user) geme
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Cisco XDR Losung

Cisco

,3—( Your Infrastructure %

=]]=] ><] )
[Network] [ Endpoint ] [ Email ] [ 3rd party tools ] [ Intelligence ]

ooioti

[ others | [SIEMSOAR]
- J

@) . e - = o » : 010110
NN =

[ Cloud ] [Applications ] [Identity]

\\

Assigned to Other (202)

o XDR Analytics - ExplorCorp(earth) [’ [ 5 Securs Network Anaiytics - ExplorCorp 741 Last 24 Hours

Device Count Chart Network Visibity

4,045 28,879 4TB
“nside Hosts o s internal Traffic
{ro  SecursEndpoin -Expiorcorp c Ire  Secure Endpoint - ExplorCorp.

P — € MITRE ATTACK Tactics detected

Count (2)

Built on the Cisco security platform

Open and Clear Automation and Streamlined
extensible prioritization response guidance investigations

SecOps Analyst CISO Incident responder
'............................\ Your SOC 4........................-"
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Cisco Ansatz fur XDR

Mehr erkennen, schneller agieren, Produktivitat erhohen, Wiederstandsfahigkeit aufbauen

4 N N [ N )
Detect Act on
the most sophisticated what truly matters, Build
threats faster Elevate productivity resilience
Multi-vector detection: Prioritize threats by Focus on what matters and Close security gaps
network, cloud, endpoint, greatest material risk filter out the noise Anticipate what’s next through
email, and more Unified context to Boost limited resources for actionable intel
.Emjiched incider\ts with asset streamline investigations maximum value Get stronger, everyday with
insights, threat intel Evidence-backed Automate tasks and focus on, continuous, quantifiable
Optimized for recommendations strategic tasks improvement
multi-vendor environments
N 2N RN 2N J
QReimagine
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Strategic inte ; to deliver ¢ r outcomes

DSTRIKE® 4% paloalto °

aws’ , '
~— Gooale® ) o Frdooin 2ason® (I} SentinelOne ®
‘ Telemetry cisco Talos , °
ot eligen = (BIreNe
re
,@Cﬁh ot 'O”/'o,.
Cisco Talos G(b ///Qx

Unrivaled, actionable intelligence for known and 59 %- Prioritizing threats based on
emerging threats. |dentifies tactics, techniques, < 5 impact to the business

and procedures (TTPs) used

%]
(\C)

4 pa
Firewall * °
Telemetry G CHEC

=2RTI

’
//-
Q- . A
0 \e)
Uty Threat e

icrosoft Defender
for Office 365

Network Apps/Email
Telemetry Telemetry

afrer]e
Cisco S E C U RE © 2023 Cisco and/or its affiliates. All rig
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Collaboration
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Win-Win fur alle
Know-How Aufbau

Schnelle Umsetzung der Use-Cases

Industrie Standards nutzten
Standardisierung anstossen

Open-Source setzt Industrie-Standards erganzend zu IETF-IEEE g

Plattformen nutzen

Erweitern, bereichern, spezifische Use-cases entwickeln
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Zusammenarbeit mit Cisco Open-Source Program Office

Gold

THE

L LINUX

FOUNDATION

= <

L

CLOUD NATIVE

COMPUTING FOUNDATION

©P=N19

- Foundation ——

TODO

g@ﬂpenSSF

clLF
PUBLICHEALTH

KubeCon

=~ Openinfra
74 [

APIClarity, KubeClarity,
OpenClarity

GitBOM

Bank-Vaults

Dex

API Insights

MindMeld
BitBroker
Flame

Network Service Mesh
Media Service Mesh

Cloud native Operators

Contributions

OpenTelemetry
KubeFlow
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Mitarbeit in Open-Source Projekten

Jungste Cisco Acquisition Isovalent

G ISOVALENT

“As initial talks with Cisco sparked, we didn’t have to ask
what a potential acquisition would mean for Cilium,
Tetragon, and our other projects. It was clear from the
beginning that Cisco came to the table with a clear vision to
double down on our products and our open-source strategy
with a strong commitment to our open-source projects.
Open source has become the way to standardize
technology and cloud native infrastructure is no exception.”
https://isovalent.com/blog/post/cisco-acquires-isovalent/

Metrics Events

—
mm OL S Y,

Nl 7 Logs  Traces . . .
tetragon 10 % % A —GO

Pod Pod

Tetragon Agent 5 _ 88 o
S < Func Calls SUF ™ code Exec
I C\ Linux Kernel
Kernel Runtime ﬁ g | Process 5 l‘I Syscall ,"
N ~ Execution SUPY 17 Activity System Calls
O =B ? g File b= g =/~/ Seq <
Q ’ SUP. | Access VFS SUPLil Attack  TCP/IP
Smart
tetragon Collector E?}'— NS %h Priv 8
< Stack = Ring SUP 1™ Escapes SUP. ! Escalations Namespaces
<7 Traces == Buffer
— ¢ Hash = Data @ ] @3¢ , HTTP, B3
588 MetiEs orhuMaps R ;z- Access  Storage @ N ?\,' DNS,TLS Network

Investors

/
MoROWrty  MIRAE ASSET & THOMVEST I3 GrafanalLabs

HOROWITZ
L] L] . Q
J|MANGO Google M2 éll'sélc; SVAngel
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QReimagine
S =f GERMANY


https://isovalent.com/blog/post/cisco-acquires-isovalent/

Ein Regelwerk in der Multi-Cloud - 4

{ laaS / PaaS g laaS / PaaS |3 laaS / PaaS

| | |

l\ Private Cloud ) I Cloud Provider B ! lCIoud ProwderAl
S S ___“’R_eln_‘naam_e_
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Zielbild Multi-Cloud

Observability
Platform

g I - -

l laaS / PaaS I
I Produktion I o I SD WAN S t
I e I ecurity
Cloud : T I Platform
Platform I Xaas I
Automation I Se:m:“" I o —
I nfrstruk I ( laaS / PaaS laaS / PaaS 1
l ‘ ]
' Private Cloud , Cloud Provider C ®& Cloud Provider B1__ .
e G i - Toemmmees T T e EEeeT <= GERMANY

https://www.cisco.com/c/de de/solutions/collateral/enterprise-networks/enterprise-network-security/white-paper-dvc-germany.html|



https://www.cisco.com/c/de_de/solutions/collateral/enterprise-networks/enterprise-network-security/white-paper-dvc-germany.html
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Future Ready



