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1. Warum brauchen wir quantensichere Kryptographie?

2. Handlungsempfehlungen

3. One Last Thing: Quantenschlüsselaustausch
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▪ RSA, Diffie-Hellman (DH) in finite fields, or elliptic-curve Diffie-Hellman 

(ECDH) are currently used cryptography (you will find this everywhere)

▪ RSA, NIST P256, ECDSA are older standards

▪ Internet is moving over to Curve25519 and Ed25519 (faster, smaller, well analyzed 

security)

▪ In symmetric cryptography use AES and some MAC (AES-GCM), ChaCha20-

Poly1305 or Ascon-AEAD128

POST-PRESENTATION SUMMARY

Current state of the art cryptography

https://ianix.com/pub/curve25519-deployment.html
https://ianix.com/pub/ed25519-deployment.html
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2128 quantum operations are still very expensive but polynomial time is very bad

▪ Shor’s (quantum) algorithm:
▪ Solves the following problems in polynomial time: (this is bad)

▪ Integer factorization (15 = 3 * 5) (RSA is broken)

▪ The discrete-logarithm problem in finite fields (𝑔𝑥 𝑚𝑜𝑑 𝑝 = 𝑦) (DH + DSA is broken)

▪ The discrete-logarithm problem on elliptic curves (𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏) (ECDHE + ECDSA is broken)

▪ Grover’s (quantum) algorithm:
▪ Speeds up brute-force searches:

▪ Only 264 quantum operations to break AES-128

▪ Only 2128 quantum operations to break AES-256

Why we need quantum-safe cryptography?
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Likelihood of having a large quantum computer is 2/5 in 15 years! [1]

How soon do we need to worry?
ESTIMATING Z

time to build large quantum computer

time to update infrastructure encryption needs to be secure

secrets can be revealed

time

xy

z

If x + y > z, we have a serious problem today!

[1] https://globalriskinstitute.org/publication/2024-quantum-threat-timeline-report/
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A NON-SPECIFIED ATTACKER (NSA) WITH BIG DATA CENTERS

Having quantum-safe encryption is essential today!

How soon do we need to worry?

Utah data center [1]

Store encrypted data now

Decrypt later when large-scaled quantum computers are available.

[1] https://i.insider.com/51b20dd9eab8eaa874000001
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FROM A POST-QUANTUM PERSPECTIVE

2024
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A long and winding road! (to PQC standardization)

FROM THIRD ROUND FINALISTS TO PQC STANDARDS

Code-based

Classic McEliece

(BSI TR-02102-1)

ML-DSA (FIPS 204, ipd)

SLH-DSA (FIPS 205, ipd)

FN-DSA (FIPS 206, n/a)

ML-KEM

(FIPS 203, ipd)

FrodoKEM

(BSI TR-02102-1)

Lattice-based Signature

*

SIDH

general-purpose algorithms (It’s a lattice world, baby)longest history

[*] https://eprint.iacr.org/2022/975.pdf
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The Big Bang – NIST standards

• DH

• EC-DH

• DSA 

• EC-DSA

• ML-KEM

• ML-DSA 

• SLH-DSANEW

OLD
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Just use ML-KEM?

• What and where do we need to migrate

• There are many dependencies we need to consider first

• Compatibility

→ It's not that easy
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Cryptographic Inventory – Idea

https://www.pexels.com/de-de/foto/mann-person-menschen-frau-6169027/
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Cryptographic Inventory – Reality

https://www.pexels.com/de-de/foto/beine-berg-zuhause-liegend-4553182/
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Cryptographic Inventory – Where to Start?

• Expert Interview – Talk to your admins

• Asset Inventory

• Connection Monitoring

genua cognitix threat defender
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Migration planning

• Risk-based approach

• Focus on store now, decrypt later

• Identifying migration obstacles

• Interviewing manufacturers about

their PQC-strategy

• Practicability

https://de.freepik.com/vektoren-kostenlos/infografik-vorlage-mit-

verlaufsfahrplan_15592047.htm#fromView=search&page=1&position=1&uuid=796c9010-9da5-

470d-8074-d9b4d69d2846&new_detail=true
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Use hybrids

Use also ML-KEM 

VPN-appliance genuscreen

FSP 3000 S-Flex

Up to

64GFC

400GbE
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Recommended Actions – Summary

1. Create a cryptographic inventory

2. Preplan the upcoming migration

3. Use hybrids where possible
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Making encryption quantum-safe and future-proof

Vulnerable key exchange

Quantum key distribution (QKD)

Using quantum physics for secure key exchange

Quantum 

physics

Session 

key

Secure key exchange

Mitigation

Post-quantum cryptography (PQC)

Applying quantum-resistant key exchange 

protocols using classical computers

Quantum-safe 

algorithms

Session 

key

Secure key exchange

Plain 

text

AES-256

Cypher

text

Session 

key

Classical key 

exchange
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The QKD principle

Alice BobEve

public authenticated channel

quantum channel

Key exchange based on quantum physics

• Heisenberg’s uncertainty principle

• No-cloning theorem

Principle
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Types of QKD
Discrete

variable QKD

• Most established
QKD variant

• Requires single-
photon detectors

Continuous
variable QKD

• Technology from
optical transport

• Complex post-
processing

Entanglement-
based QKD

• Entanglement
source needed

• Lean QKD system
and security proof
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QKD is part of a larger network encryption solution …

Network 

element A

QKD Tx

Network 

element B

QKD Rx

Auxiliary channel

Quantum channel 

(fiber / free-space)

AES-encrypted

 data channel(s)

*Co-propagation option

with data channels

Trusted

site A

Trusted

site B
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… and creates dependencies important to understand

Network 

element A

QKD Tx

Network 

element B

QKD RxQKD Rx QKD Tx

Trusted node

KMS KMS KMS

Auxiliary channel

Quantum channel 

(fiber / free-space)

Trusted

site A

Trusted

site B

KMS: Key management system

AES-encrypted

 data channel(s)
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QKD does not offer end-to-end security

• QKD devices not fully matured

• Stability, integration into management systems, …

• Limited reach

• “QKD amplifiers” are research topics

• Infrastructure expansion

• QKD devices are expensive

• Transport medium: optical fibers / satellite links

Practical issues of QKD

Technology

• No certified QKD devices

• No standards

• No security proofs

• No evaluation criteria

• Trusted nodes need to be present

• Exception: short data center interconnect

Security



2025 © Adva Network Security GmbH24 - Public -

Focus on PQC!

QKD: View by security agencies 

National Cybre Security Center, UK

National Security Agency, USA

ANSSI, France

QKD Position Paper by BSI, ANSSI, 

NLNCSA (NL), SNCSA (SW), Jan 2024
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Hybrid key exchange is key

Combining the best and most secure of both worlds

Alice Bob

AES encryption AES encryption

Secret

Key 

Combiner

Key exchange

Secret
Ciphertext

Key 

Combiner

PQC PQC

QKD QKD

Key exchange

Key exchange

Plaintext
Public-key 

cryptography

Public-key 

cryptography

Plaintext
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Quantum-safe communication today

Migration to PQC needs to start now

Concrete actions are proposed

QKD can be addon to PQC

Adva and genua are pioneering quantum-
safe cryptography for highest security 
demands

Towards post-quantum secure networks



Thank you!
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